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Purpose of the workshop

The BEREC Cybersecurity Working Group (CS WG) has been tasked this year to identify the most
relevant cybersecurity and resilience issues and challenges that need to be addressed in an external
workshop in order to discover good practices and experiences worth sharing. For that purpose, the CS
WG conducted in April a survey requesting network operators to provide information on a number of
questions related to resilience, the use of satellite systems, protection of submarine cables, multivendor
strategies and security approaches taken by the operators. This survey helped to identify some of the
most relevant issues and challenges.

The overall purpose of this workshop is now to raise awareness of the current resilience and security
related challenges among NRAs, operators and other stakeholders and to bring them together to
exchange experiences and best practices. The lessons and insights learned from the workshop will be
compiled and published. Furthermore, lessons learned will give guidance and suggestions on further
work and cooperation.

From 13:50 Getting connected in WebEx

Start of Workshop
14:00 Welcome and introduction by the Co-Chairs of the BEREC Cybersecurity
Working Group, (AKOS/Slovenia, HAKOM/Croatia)
14:05 Keynote speech: Electronic Communications Office of Iceland
14:15 The National Perspectives on Resilience and Coordination

Introduction by the moderator (tbc)
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14:20 Iceland/ECOI

14:35 Norway/Nkom

14:50 United Kingdom/Ofcom

15:05 Emergency Response Coordination Centre - ERCC
15:20 Panel discussion and Q&A

15:50 Coffee break

16:05 Solutions for Resilience

Introduction by the moderator (tbc)

16:10 Slovenian operator A1

16:25 Vodafone (TBC)

16:40 European Emergency Number Association - EENA

16:55 Astrid - Blue Light Mobile

17:10 Panel discussion and Q&A

e ENISA's work to build up cybersecurity and resilience in the EU's
telecom sector

17:40 Closing remarks and outlook to the next BEREC CS WG Stakeholder

Workshop

17:45 End of Workshop




