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Technology Resilience | Scope evolution

We recognize that the risk of major disasters is growing and have been tackling this issue since 2012
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Resilience is governed through a Technology Resilience Policy that defines:
Risk scenarios, Scope and Service Level Targets according to Vodafone Risk appetite
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Technology Resilience | Defence methodologies

Defense against technology failure is based on three pillars: Prevention, Reaction, Governance

Preventive — Resilient Design Reactive- Disaster Recovery Solution
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Resilient design helped in surviving from catastrophic event
lesson learnt from Fire in Milan LTC

What Happened

Fire started in air handling unit out of the Core room
 Fire brigade blocked site access for safety reasons
* All Aircon shutdown, temperature reached limit in 20m

» Core Network equipments started to suffer and were
switched off

; * Potential impact: 3.3M
customers

The DR response worked well
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- Service impacted: Mobile
voice and data, fixed and

» Traffic automatically rerouted

mpact

to the other sites
* 7 95% customers moved to
the otherregion—noii
‘
e What did not work as expected

5% of customers was not recovered immediately due to a
DNS error, promptly solved with manual intervention

The |nC|dent |mpacted services in Northern Italy


file:///C:/Users/User/Desktop/Resilience/Dashboard/markets/IT resilience dashboard_IT.pptx#2. Presentazione standard di PowerPoint

Disaster Recovery | Recovery solutions
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Instant Network — Valencia Flood Disaster (ES)
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